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Abstract: The rapid evolution of cyberspace has profoundly impacted security dynamics and the
conduct of armed conflicts. As an integral domain in modern warfare, cyberspace intertwines with
traditional conflict factors, such as human and material resources, space, time, and information,
redefining their roles and interactions. This paper explores the influence of cyberspace on security
within the context of armed conflicts, highlighting its dual nature as a battlefield and a tool for
shaping strategic outcomes. Emphasis is placed on integrating advanced technologies, including
artificial intelligence and the Internet of Things (IoT), in enhancing operational capabilities and
addressing hybrid and informational warfare. Furthermore, the study examines the critical role of
disaster risk resilience in mitigating the cascading effects of cyber-related disruptions during
conflicts. The findings underscore the need for a comprehensive approach combining technical
innovations, organizational strategies, and robust regulatory frameworks. The paper concludes that
achieving resilience in cyberspace requires multidisciplinary collaboration, continuous capacity
building, and the alignment of security policies with emerging technological challenges. The
findings highlight the critical importance of integrating digital infrastructures, regulatory
frameworks, and innovative technologies, such as artificial intelligence and the Internet of Things
(IoT), to mitigate cascading effects during armed conflicts. By emphasizing adaptive strategies and
capacity-building, the paper offers actionable insights for policymakers and practitioners aiming to
strengthen societal and infrastructural resilience in the face of hybrid threats.

Keywords: cyberspace; security; armed conflicts; disaster risk resilience; hybrid warfare; artificial
intelligence; Internet of Things; regulatory frameworks; operational capabilities; resilience building

1. Introduction

Civilizational development viewed through the prism of technological progress and the
improvement of comprehensive social relations, along with the constant striving for something new,
as the basic determinant of all modern states, imposed the necessity of dealing with, often completely
new fields, that is, the circumstances in which organized societies must function (Friedmann, 1952;
Kolganov, 2022; Stepanyants, 2022; Zgirovskaya, 2023; Hoonomuxka et al.,, 2022). The pursuit of
progress imposed the need for an intensified connection of all social segments that in the past were
even separated and distant by default. It was the merging and synchronization of certain social
segments that contributed to an even greater acceleration of progress, to which even developed
countries often failed to respond adequately and cope with the changes completely successfully.
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The acceleration of all processes in modern societies has created a sense of constant tension or
friction between what has become old and what is considered new. The answer to these
circumstances is to define such a situation as a crisis. It is precisely the increasingly frequent crises
that impose conflicts as a response. War, as the ultimate origin of social conflicts, aims to change and
impose the will, i.e. the continuation of life in new circumstances imposed by the winner. In the recent
past, the will was imposed by the concrete disintegration of the adversary or its resources.

Today, imposing a will and changing circumstances does not require such brutality as was used
in the previous period (Alemzadeh, 2023; Bandura, 1999; Dobash, Dobash, Cavanagh, & Lewis, 1996;
Hall, 2018; Hubert, 2017; Lopez, 2020; Schinkel, 2004; Townsend et al., 2023; Urbatsch, 2021; Van Swol,
Prahl, MacGeorge, & Branch, 2019). All-out destruction of opponents is becoming less necessary but
is still often a key way to resolve social conflicts. Precisely because of this, the perception of war is
actively changing and its conduct is increasingly influenced by completely new segments in social
development. Societies that perceive the impact of new circumstances, go to meet them. Some
societies, instead of action, function on the principle of reaction when a new circumstance causes
problems or damage, which can often be irreparable.

Especially because of the above, i.e. the evolution of the classic military conflict as a way of
conflict resolution, it is necessary to look at certain new segments of social development with the
factors of armed struggle, which represents the basic content of war. In the context of the above,
information and communication technologies (ICT) can be considered as new segments of social
development, i.e. cyberspace itself is viewed as a place where certain elements of the factors of armed
struggle, reflected in human and material resources, space, time and information, are intertwined.

In the context of disaster risk resilience, the integration of cyberspace and its associated
technologies plays a crucial role in mitigating the cascading effects of armed conflicts on societies
(Cvetkovi¢ & Sigovi¢, 2024; Milenkovié, Cvetkovié, & Renner, 2024). Resilience is not solely about
enduring disruptions but also about adapting and thriving amidst challenges. Cyberspace, as a
domain, offers unprecedented opportunities to enhance early warning systems, optimize resource
allocation, and ensure the continuity of critical functions during conflicts. By leveraging innovations
such as artificial intelligence and the Internet of Things (IoT), this paper emphasizes the potential of
resilient digital infrastructures to protect human and material resources, preserve critical
information, and maintain societal stability. This aligns with the broader objective of fostering
adaptive capacities and reducing vulnerabilities in the face of hybrid and technological threats.

The aim of this paper is to explore the impact of cyberspace on security in the context of armed
conflicts, with a particular focus on disaster risk resilience. By examining cyberspace as a pivotal
factor in modern conflicts, the study analyzes how technological innovations, such as artificial
intelligence and the Internet of Things (IoT), can contribute to the resilience of communities and
infrastructure against the destructive effects of conflicts. This underscores the necessity of integrating
technical solutions and risk management strategies to enhance resilience and mitigate the effects of
hybrid and informational threats in contemporary society.

2. Characteristics of Modern War

War has always been one of the ultimate ways of resolving conflicts between two social entities
(Cvetkovié, 2024a, 2024b; Cvetkovi¢ & SiSovié, 2024; Grozdani¢ & Cvetkovié, 2024; Tanasié¢ &
Cvetkovi¢, 2024). Although it has traditionally been expressed throughout history as a desire to
physically destroy the opponent in any form and then impose one's will, it also implied other aspects
of social conflicts, which, however, were not so efficient and effective. Therefore, looking at earlier
periods, wars can be divided into several eras. According to the character of armed struggle and its
evolution, William Lind and George Thiele (Lind & Thiele, 2015) formulate the division of wars into
four generations with all the specificities that these generations carried.

Roughly speaking, under modern, or fourth-generation war, we can consider those that have
taken place in the last three decades, that is, in such a way that a neutral observer who is a layman
can notice all the changes compared to previous wars and conclude certain regularities. This does not
mean that in the previous historical period, what was sought in wars from the recent past was not
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sought, but that at that time there were no objective possibilities and knowledge to realize these
aspirations.

A characteristic of the wars of the last generation is the complete involvement of all segments of
society in the war. This is understood to mean that the entire population and territory of an entire
country or region are involved in the conflict, along with all the available resources that a society or
country has at its disposal. Such conflicts, due to their comprehensiveness and asymmetry, are
considered and called hybrid wars. This form of war involves a set of actions that can affect certain
segments of society and influence the outcome of the armed conflict. "The rise of this type of conflict
does not represent the end of conventional warfare, but it is a factor that greatly complicates defence
planning in the 21st century." (Hoffman, 2007, p. 9).

Hybrid warfare involves armed conflict that simultaneously involves military and non-military
means intending to direct the enemy towards activities that he would not voluntarily undertake”
(Hybrid Warfare: A New Phenomenon in Europe’s Security Environment, 2016, pp. 10-11). The main
role in hybrid warfare belongs to several subversive activities through special operations, combined
with economic or commercial pressure. In addition, in addition to regular military operations, those
that are considered irregular can also be used. All activities can be directed both at the entire society
and at individuals or certain segments of society, such as political structures, state bodies or the
enemy’s armed forces themselves (Hybrid Warfare: A New Phenomenon in Europe’s Security
Environment, 2016).

3. Factors of Armed Conflict

The understanding of what constitutes a modern army is closely linked to the circumstances and
factors surrounding the defence system in a society and its immediate and broader international
environment (Creveld, 1992; Gareev, 2001; Kier, 1995; Kristoferson, 1981; Milinovic & Ivanis, 2015;
Santala, 2004; Westing, 1988; Wilén & Strombom, 2021). A proper understanding of the relevant
circumstances and factors is a prerequisite for quality planning of the use of armed forces, which
demonstrates its affirmation through effectiveness in practice during the execution of the basic
assigned tasks. The armed forces of a modern country, in addition to the capacity for immediate use,
in the current circumstances must also represent a factor of deterrence and prevention that is used
together with other social segments.

To implement this, the armed forces must have achieved the desired operational capabilities.
For what is considered operational capabilities, the definition in the Serbian Army can be taken as an
example, which states that they represent the ability of the army or its parts to achieve the desired
operational effects, within a given time and under certain standards and conditions, by combining
forces, means and methods of performing tasks (Serbian Army, 2022). However, classic war,
manifested by armed conflict as a basic phenomenon, has remained the main ultimate way of
imposing the will of one side on the other. The use of organized armed violence and its nonlinearity
and asymmetry is a consequence of the different overall levels of development of the conflicting
parties. The goal is to inflict as much damage as possible on the enemy and deviate from the rules of
combat that are imposed.

Armed struggle, as a fundamental element of war and armed conflict, is a way to cause changes
through combat actions that imply political, economic, military and other goals. Armed struggle is
characterized by duration, hierarchy, intensity, manoeuvre, interdependence and coordination. The
course and outcome of armed struggle are influenced by the following factors: human resources;
material resources; space; time and information. Here, the context of the elaboration of the
aforementioned factors, which in this case are closely related to armed struggle, must be particularly
taken into account.

Human resources, as in the civilian sector, are today becoming a decisive factor for the successful
functioning of the armed forces. Adaptive management of this resource in times of constant changes
in use but also in living and working conditions requires monitoring of needs, demographic and
economic potential. They include the demographic capacity of the country that can be used effectively
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for military purposes in an armed conflict. The term effectively means their exploitation to a
reasonable extent and in a way that optimally utilizes the potential of each individual.

Material resources today represent the most complex factor of armed struggle. They encompass
the entire social potential reflected in natural, industrial, financial, energy information and
communication potentials. Planning, construction, use and resilience of the above segments of
material resources represent a basic prerequisite for armed conflict or its prevention in terms of
building a deterrent factor about a potential adversary.

Space as a factor in the classical sense represents the place where armed struggle is waged. Space
includes land, sea and air. In the past, these three segments of space were a limiting factor and were
largely defined by the line along which armed struggle took place. Today, in modern conflicts, these
three segments of space include not only what is possessed by the two entities in conflict, but also
wider parts related to foreign or international space. In this context, the most developed countries in
the world consider space as one of the physical segments of space and actively exploit it. In general,
there is no clear marking of the space in which armed struggle is carried out, there is no background
or depth of territory that would be inaccessible to the enemy.

Time as a factor of combat manifests itself as a determinant of the duration of an activity, as the
time of day or year, or as a meteorological phenomenon. In the modern context of armed conflicts,
time becomes an essential resource and all processes in armed conflict are drastically accelerated,
which is why the flow of time often becomes a decisive factor for the implementation and conduct of
armed conflict. In addition to the above, in terms of meteorological conditions, time becomes a less
significant factor with the application of more advanced technologies, i.e. the limitations for
conducting armed conflict are becoming smaller.

Information as a factor implies the availability of knowledge and data necessary for the
successful conduct of armed conflict. Possession of the necessary information reduces the uncertainty
of the successful implementation of necessary tasks. Possession of quality information in the required
period enables the successful achievement of set goals or the prevention of undesirable outcomes.
The specific feature of information as a factor is that it has the greatest degree of interaction and
influence on other factors of armed conflict. It represents a vital resource that is the product of the
collection, processing and exchange of data on other factors of armed conflict (2010).

4. Cyberspace

Technological progress, especially in developed countries, is often closely linked to development
projects of the army or defence system in a broader sense (Chkhikvishvili & Beridze, 2024; Dexia,
2012; Gilli & Gilli, 2019; Herolf, 1988; Howe, 2006; Kupchyn, Dykhanovskyi, & Kolotukhin, 2020;
Pysarenko et al., 2024). The development of each new detail is always placed in the context of its
impact on the ability to defend or threaten society, regardless of what is meant by the defence. Every
technological "breakthrough" in a certain scientific field always has an impact on the context of
material resources as a factor in armed conflict. The acceleration of development and the
complementarity of new knowledge and products have created the interpenetration and
interdependence of all parts of society, where the development of ICT plays a special role in
connecting them. The emergence of ICT and their development have completely changed the classic
armed conflict, both directly and indirectly. Directly because they have changed and are changing
the degree of influence of the factors of armed struggle or conflict, and indirectly because they change
the perception of armed conflict, the need for its intensity, purposefulness, etc. Because of the above,
Putnik states that "information and communication technologies have a special influence on the
beginning, course and outcome of the conflict." (ITyraux, 2022, p. 42).

Throughout history, the development of ICT has had various impacts on armed conflict. The
impact has changed over time, becoming more complex and multidimensional. More complex,
because it initially enabled faster transmission of messages, and with later development, it began to
affect all factors of armed conflict, while today it has its unequivocal great impact on all flows before,
during and after armed conflict. To be precise, it permeates the entire process of relations between
two opposing entities, where armed conflict is only one of the phases of conflict resolution. This has
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also been contributed to by the availability of technologies throughout the world, where the
advantage of using ICT is no longer only for richer societies.

As a consequence of the presence of ICT and its development, the term cyberspace has been
actively used since the beginning of the 21st century (Babulak, 2010a, 2010b; Chatinakrob, 2024;
Kellerman, 2010; Lan, 2021; Mbanaso & Dandaura, 2015; Muller, 2015; Sim, 2023). It generally refers
to electronic communication networks that are connected to devices or groups of interconnected
devices that have the property of automatic operation using computer programs (Information
Security Act, 2019). Initially, the perception of cyberspace as a segment in which conflict can be waged
or a type of space that can affect the armed conflict itself was not given much importance, primarily
because there was no awareness of its use or the consequences of its use. Technological development
has influenced cyberspace to expand and enter every socio-social activity, from the life of an
individual to the use of the most complex means of warfare.

The doctrines of the most militarily developed countries in the world and military alliances have
placed cyberspace on the same level as land, sea, air and space (North Atlantic Treaty Organization,
2022). It has become a place for defence but also a place or means for attacking the enemy.
Accordingly, the last two decades have marked a period of the emergence of military "cyber
capacities", which were reflected in the development of human and material capacities for conducting
cyber activities (protection and attack). Just as classical forces (army, navy, air force) have developed,
so too has the continuous development of military cyber capacities been noticeable. It can be said that
they are not only complementary to other types of military but that they are becoming an element
that permeates through the aforementioned classical types and that this interpenetration becomes
their "bloodstream", without which they will not be able to function shortly.

The US Department of Defense's definition, in the context of armed combat factors, even more
closely states (clarifies) that "cyberspace is an area in the information environment consisting of
independent networks of information structures, including the Internet, telecommunications
networks, computer systems, embedded processors, and controllers." (Joint Publication JP 1-02
Department of Defense Dictionary of Military and Associated Terms, 2016, p. 58).

Due to the above, it is particularly important to emphasize that the perspective of cyberspace in
the future is to cease to be a segment of space as a factor of armed struggle and to become one of the
key independent factors of armed struggle.

4.1. Cyberwar

Information as a starting point in any military armed conflict or battle represents the essence
and potential to win or avoid defeat (Bogdanoski & Milkovski, 2015; Johnson et al., 1997; Libicki,
Gompert, Frelinger, & Smith, 2007; Neculcea, 2021a, 2021b; Reese, 2020; Serrano & Lépez, 2008; Toroi,
2021). For a set of objective facts, converted into data and shaped into information, often in the past,
more important than the quality itself was how quickly it would reach the user who makes decisions
in the conflict. With the development of technologies that enabled two-way and one-way
communication, information consumers were born and developed. It is easiest to divide them into
two groups, primary, those for whom the information is important for decision-making, as well as
secondary, for whom the information is of less direct importance, but who ultimately decide on the
course of events (conflict).

During the 20th century, if we exclude the standard two-way communication channels for
command in conflict, the most important step was made in one-way communication channels
towards the ordinary person, embodied in radio and television. The importance of these two forms
of communication was quickly recognized and exploited to the extent that it often played a decisive
role in influencing all aspects of armed conflict, before the conflict as preparation, during the conflict
to shape it, and finally to indicate the achieved goal and purpose of the completed conflict.

The end of the last century and the beginning of the present century brought the possibility of
instant two-way communication between the recipient and the sender of information via computer
networks in the broadest sense of the word. The possibilities of this type of communication and its
fundamental importance were not understood by many countries or societies even in the second
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decade of this century. In addition to the above, comprehensive social development has integrated
ICT into all aspects of the functioning of a state, to the extent that almost everything functions when
itis "on a network". This fact has not bypassed more complex systems or means of military technology
in modern armies, where in addition to the transmission of information, the newly created space
enables the autonomy of the action of these means and their implications for the physical world.

There are still active scientific debates about establishing and defining a term for the newly
emerging space, or rather the conflict in it, that would be generally accepted and that would shape
the relevant topic. Thus, Putnik and MiloSevi¢ state that cyber warfare is a continuous conflict
between national armies or guerrilla groups in cyberspace, which involves conducting attacks on the
opponent's information infrastructure using malware and other cyber tools and techniques, as well
as conducting propaganda activities, to cause damage to the opponent and weaken his defensive
capacities in the cyber and physical world (Putnik & Milosevi¢, 2018). The above definition represents
the sublimation or genesis of a larger number of definitions, primarily modern military ones, that
treat the concept of cyber warfare.

The essence of cyber warfare is that it takes place in a space that is separate and distinct from the
others that are incorporated into the classical space as a factor of armed combat. It is also
characterized and shaped by the computers and computer networks in which it can take place.

4.2. The Impact of Cyberspace on the Factors of Armed Conflict

Modern armies and military alliances have become increasingly aware of the advantages and
dangers that cyberspace brings with it in its current state of development. That is why, in the first
decade of the 21st century, they placed this type of space on an equal footing with other segments of
space as a factor in armed conflict (National Security Strategy, 2022). They began to actively develop
human and technical capacities for defensive and offensive actions in cyberspace. Initially, these were
smaller units, almost experimental in nature, today they are equal formations with organizational
structures and a way of functioning that is almost the same as in other types of armies. Regardless of
all the facts and objective circumstances, there are still armies that strive to be modern, but do not
have defined, regulated and rounded cyber capacities in their formations. It can be said that these
compositions are in experimental stages and that they are a full decade behind objective reality and
the needs of the future.

In the militaries of states that are facing future circumstances, there is a noticeable tendency to
expand cyber capabilities in such a way that they become integral parts of other classical aspects in a
single army or military alliance. Their role and complementarity are becoming an indispensable
factor and prerequisite for the successful use of armed forces.

Considering the influence of the factors of armed conflict, with their mutual intertwining, on the
course and outcome of an armed conflict, it is necessary to consider in what ways cyberspace as a
place of cyberwar can individually influence each factor of armed conflict. First of all, it should be
taken into account that two types of cyber operations take place in cyberspace: internal, which relate
to security and defense, and external, which relate to attack or exploitation of cyberspace.
("Cyberspace Operations," 2018). ,,Cyber operations are the use of cyberspace capabilities to achieve
objectives in or through cyberspace.” (Joint Publication JP 1-02 Department of Defense Dictionary of
Military and Associated Terms, 2016, p. 58).

When it comes to human resources as a factor in armed conflict, the influence of cyberspace can
be divided into two segments. The first is the one that precedes the armed conflict itself in which the
goal is to obtain enemy data or to protect as much as possible of one's data about individuals or the
entire human resources of society that are available for armed confrontation with the enemy. Today's
functioning of each individual is unthinkable outside the virtual world where, intentionally or not, a
huge amount of data is left behind that can be used to reach conclusions, or information that can be
used or be of key importance for the outcome of an armed conflict.

In addition, cyberspace allows for the manifestation of an immediate and constant influence on
the enemy's human resources, but also on one's people, which can change things on the ground in an
instant. The second segment of influence is the one that is realized during the immediate armed
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conflict. The goals are the same as in the first segment, but with a far greater influence of other factors
of armed struggle, where, primarily due to the acceleration of the flow of information, the processes
of influencing human resources are simplified and accelerated, all to collect data on people as quickly
and easily as possible and reach individuals who will receive the data or information with an easily
understandable message, which will influence them, a group or the entire composition of the enemy.

Due to all of the above, a very important prerequisite for building human resource resilience in
modern armed forces lies in raising awareness and educating personnel, clear and precise
regulations, and internal cyber operations that will increase security, enable the flow of information,
and exercise control over cyberspace.

Material resources, as the most complex factor of armed struggle, are directly related to the level
of development of a particular society. Also, the achieved level of development of a society
unambiguously indicates the impact of cyberspace on material resources, primarily because they
represent the entire potential of society sublimated into natural, industrial, financial, energy and ICT
capacities. Any modern society is capable of waging an armed conflict only if it has built high-quality
and comprehensive resistance of the aforementioned segments, but also the ability to constantly
threaten enemy material resources with its capacities.

One of the segments of this resilience and capability is the protection and threat of this factor of
armed struggle in cyberspace. This is primarily important because today, both in peace and in war,
almost no segment of material resources can be used or used for defence without being in some direct
or indirect connection with cyberspace, whether it is coal mining or the use of the latest means of
warfare. The resilience of material resources in cyberspace is ensured by striving for optimal
autonomy, clear and precise regulation, improvements and raising of the work safety culture, and
comprehensive cyber operations to increase the security and control of cyberspace.

In every armed conflict, space as a physical phenomenon is divided into several entities (land,
sea, air, space). In the past, these entities were divided and had less mutual influence. With
technological progress, the entities of space became complementary, with greater interaction, that is,
the growth of mutual influence. Today, armed conflict cannot be imagined and waged without the
absence of some of the entities of space. Cyberspace, unlike the aforementioned physical entities, has
become a place where the entire physical space is unified. Today, it is not possible to wage a modern
conflict without the existence of technologies that are connected to such an extent that systems must
be developed that help other systems distinguish who is the enemy and who is the friend during the
conflict (Identification, friend or foe — IFF), and in what can be called the space of armed conflict. In
recent decades, cyberspace has contributed to the loss of a clear definition of space or one of the
entities of space, or rather, to the absence of its clear boundaries. It has become irrelevant where and
what the "background" is and where the depth of the territory, one's own or the opponent's, is.

The successful functioning of the armed forces in space, and the resilience of the synchronized
use of all its components, are conditioned by the capabilities in cyberspace, primarily in the
application of a set of state-of-the-art technologies for protection, but also the possibility of
unhindered use of all systems that improve the complementarity of the use of military equipment in
all components of space. Here, as with the previous factors, legal regulations must be taken into
account, as well as the scope of cyberspace used by the armed forces, the security of the
aforementioned scope, the development of ICT and the ability to use it.

Time in the context of armed conflict factors manifests itself in many ways. As a determinant of
the duration of an activity, as the time of day or year, or as a meteorological phenomenon.
Considering that the most important part of this factor is time as a determinant of the duration of an
activity, it is easy to conclude how much cyberspace has contributed to the acceleration of activity
during armed conflict in recent decades. In earlier times, activity was often conditioned not only by
information but also by the speed of its distribution. Often, some of the active actions were
implemented in a short time, but the path to it, primarily waiting for the exchange of data, took the
most time and therefore the conflicts lasted longer, with a lower degree of loss of effectiveness (people
and equipment). Today, with the development of new data transmission technologies that take place
in real-time, the duration of armed conflict has been drastically reduced, but also the effectiveness
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and efficiency of the use of military equipment have been increased, which in turn has greatly
contributed to conflicts ending earlier due to the accelerated loss of human and material resources.

Information as a factor of armed struggle represents the availability of knowledge and data that
are necessary for success in a conflict. In addition to the speed of availability of certain information,
which is considered timeliness, possession of the necessary reliable information is a prerequisite for
victory or avoidance of defeat. The specificity of information lies not only in its complementarity with
other factors but also in the fact that in a modern conflict, it has perhaps the greatest influence on the
outcome of the same. Information itself is created by collecting, processing and exchanging data on
the facts of one's own and enemy factors of armed struggle. It is precisely the development of
cyberspace that has enabled the exponential rise of information as a key element for a successful
positive end to the conflict.

The development of ICT has enabled, in addition to accessibility, the storage and processing of
available information. This has contributed to a change in the balance of power between individual
states, because it has made the disposal of military resources in the classical sense less competitive. The
war for information, through information and against information in cyberspace itself has in many
ways made classical armed struggle much more complicated to wage. Putnik states that “the mastery
of information and the establishment of control over it have promoted it into the basic object of cyber
warfare, and cyber warfare into the primary form of conflict. Victory in the war for information has
become a prerequisite for victory in a traditional military conflict” (Putnik, 2022, p. 90).

Building resilience in the handling of information, its distribution and exploitation represents,
in addition to material resources, not only the most complex but also the most important prerequisite
for the successful conduct of armed conflict. The set of measures, actions and procedures that must
be taken with this goal requires the mobilization of all available resources. The above implies
investment in technological progress, the autonomy of ICT systems, comprehensive legal regulation,
the security aspect in the broadest sense, but also internal and external cyber operations of the defence
system during an armed conflict ("Cyberspace Operations,” 2018).

5. The Impact of Artificial Intelligence on the Factors of Armed Struggle

The development of science in most parts of the world is closely linked to military or security
issues. Very often, it is the armies that become the first users, even experimental ones, of the latest
inventions in science. Putting cyberspace about the factors of armed struggle, it is very easy to
conclude that it is precisely military elements that are the actors in the implementation of a large
number of activities in cyberspace, which to a certain extent are also characterized as cyber attacks
on other entities, broadly speaking.

Modern armies have been actively using artificial intelligence as a tool for working in cyberspace
for many years. The reason for using artificial intelligence for military purposes lies in its recognizable
definition as a device or set of connected devices that can implement activities that require human
intelligence (Galan, Carrasco, & LaTorre, 2022). Although there are levels of artificial intelligence in
theoretical considerations, today the artificial intelligence that has segmented capabilities in one field
for which it is specialized is still used in practice. Currently, the factors of armed combat abound in
enormous amounts of data, be it human resources, material resources, information, and even time as
a factor with all its constituent segments. The above data represents an area where, among other
things, modern armed forces use artificial intelligence to process this data and obtain conclusions that
require the same quality as if a human had analyzed it with his intelligence.

Due to the speed of arrival, quantity and diversity, traditional methods of storing and working
with data, such as relational databases, have been replaced by artificial intelligence that allows for
almost instantaneous processing of the same. The essence of large amounts of data is not only in
processing and analyzing it, but also in predicting and influencing the future with it (Cintiriz, Buhur,
& Sensoy, 2015). If data of importance to the armed forces are divided by source, we can classify them
as: public (government and public administration); private (legal entities and individuals); data from
social networks; secondary data and data on the behaviour and actions of the entity. During an armed
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conflict, in addition to the above data sources, a huge number of specific data are obtained from

intelligence and reconnaissance activities (George, Haas, & Pentland, 2014).

Modern armed forces use large amounts of data for direct and indirect needs. When it comes to
direct needs, these are: familiarization with the intelligence situation and knowledge management;
knowledge of the operational situation; decision-making process; cyber defence and attack;
information management; military forensics, and geographic information systems. The indirect
spectrum of needs is broader and more comprehensive and refers to more complex terms, namely:
conventional warfare; counterinsurgency actions; hybrid warfare, asymmetric threats; counter-
terrorism; logistics; command and control operations and technology development for military needs
(Cintiriz, Buhur, & Sensoy, 2015).

Data processing for the above direct and indirect needs is performed using machine learning.
“Machine learning is a branch of artificial intelligence and computer science that focuses on using
data and algorithms to imitate the way human learning works, gradually improving its precision or
accuracy” (www.ibm.com, 2017). Data processing in this way is necessary not only because of the
shorter period until conclusion but also because it processes a large amount of data independently or
with minimal human corrective role in the processing process. Machine learning allows for the
detection of difficult-to-see logical patterns in data. If we consider the sources of data, their volume,
and the needs of the armed forces that can be met by them, the most common areas in which machine
learning is applied for military purposes are:

e  Combat platforms — They include complex combat systems such as armoured infantry systems,
vessels, aircraft, artillery and missile systems, anti-aircraft defence systems, etc. Their
characteristic, which are achieved by machine learning, is minimal human intervention during
operation, better synergy of all subsystems, and reduced need for maintenance, which
collectively implies improving the autonomy and firepower of these assets;

e  Cybersecurity of defense capabilities — These capabilities mainly include systems for command,
control, communications, computers and computer networks, systems for collecting
intelligence, reconnaissance and surveillance, as well as systems for finding, tracking and
selecting enemy threats and targets. Machine learning enables the automatic protection of
networks, programs and data they use from unauthorized access. In addition, they monitor
cyber-attack patterns and develop counterattack tools;

e Logistics and transport — This area uses applications that enable the optimization of defense
logistics and transport systems. During armed combat, it is crucial to make the optimal allocation
of material resources, military equipment, ammunition, etc. The implementation of machine
learning in this area enables timely supply, cost reduction and engagement of the human factor.
The use of machine learning is also used at the tactical level, which, for example, in the US armed
forces allows for the prediction of necessary maintenance and the prediction of failures in
armoured combat vehicles;

e  Systems for finding, tracking and selecting threats and targets — In addition to being used for
their security in cyberspace, machine learning is also used to understand the zone of operation,
through the analysis of intelligence, reconnaissance and other reports, documents and other
forms of information obtained from a large number of integrated sensors of various nature,
which is a prerequisite for situational awareness on the battlefield, i.e. finding, tracking and
selecting threats and targets. These systems are multidisciplinary in nature and are used by all
types of armed forces. They are mainly integrated into combat platforms;

e  Medical support - Autonomous platforms are used on the battlefield to extract wounded
members of the armed forces, and their further medical care, as well as for rapid identification
of injuries and diagnoses in combat conditions;

e  Training — It involves the use of platforms for exercises through computer simulations and the
use of combat platform simulators. Machine learning, through these two platforms, allows the
creation of a completely realistic situation for personnel training. In this way, more
comprehensive training is achieved for different types and conditions of force engagement and
drastic savings of money and time for training purposes are achieved; (Abell, 2020).
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In order to be able to round off the issue of the influence of cyberspace and artificial intelligence
on the factors of armed conflict, it is necessary to take into account the tendency of development of
the so-called Internet of Things (IoT), their connection with cyberspace, the role of artificial
intelligence and the further perspective of their use in armed conflicts (for military purposes).
Specifically, “the Internet of Things represents an interdisciplinary technology that connects
networks, embedded hardware, software, sensor technologies, information management, data
analysis and visualization in a single object, while the term thing refers to any controlled device that
can be communicated with at a distance and that can collect data (Suri et al., 2016).

The essence of the functioning of IoT is in networking, or the use of networks, therefore their
influence permeates all factors of armed combat almost evenly and therefore will not be considered
individually for each factor, but rather the focus is on their definition and analysis by certain factors.
Currently, modern armed forces mostly use IoT for C4ISTAR systems, which means: command,
control, communications, computers, intelligence and surveillance, target selection and
reconnaissance. In parallel with the use and procurement of these systems, in recent years, a fifth
letter "C" (C5ISTAR) has been added to them, which implies cybersecurity of the use of the system.
In other words, IoT for these purposes is improved with a component that enables safe use in
cyberspace to the extent possible (www.adsinc.com, 2021). The aforementioned system involves the
integrated use of a larger number of devices and platforms. These are networked communication and
information devices and platforms (communications means); multi-sensor devices and platforms for
data collection, i.e. radars, satellites and unmanned aerial vehicles; electronic warfare systems
(electronic reconnaissance and counter-electronic effects) such as specially equipped aircraft, ships or
vehicles; a large number of sensors that are integrated on combat and non-combat platforms to collect
the necessary data.

The characteristic of IoT for use in the armed forces is that it must be standardized and secure,
can connect via wire, satellites, mobile network, radio connection, etc. They use special servers, but
also dedicated and public servers depending on the needs and apply modern methods of storing and
analyzing large amounts of data using machine learning. Military IoT uses a large number of sensors
to collect the largest possible range of data, these sensors, among others, can be: audio, video,
biological, atomic, chemical, thermal, radar, laser, RF, infrared, electro-optical, geolocation, for
performance measurement, RFID, energy, etc. Devices and platforms on which IoT is used can be
personal portable devices, vehicles, ships, aircraft, unmanned systems (air, land and water) and
computing devices. The above includes almost the entire spectrum of modern military equipment
currently in use. Even devices belonging to the third (obsolete) generation of military equipment have
been upgraded in the last ten years in such a way that they can be considered IoT. All of the above
devices have their own purpose for which they are used. If we take this purpose as a criterion for
division, IoT is divided into:

e  Personal IoT — They include tactical communication and information platforms that enable
horizontal (between soldiers) and vertical (through the chain of command) communication, as
well as platforms that monitor a person's health parameters;

e  IoT for situational awareness — They enable satellite navigation, digital maps, the position and
layout of their own and enemy forces, monitoring activities and coordination and control on the
battlefield. For command personnel, these IoTs provide a broad picture of the operation zone,
which is formed by collecting data from subordinate platforms directly on the ground;

e  IoT for fire control — They are used in all types of armed forces, primarily for artillery and anti-
aircraft fire, for guided missiles on land assets, aircraft, ships, etc. They enable fully autonomous
capabilities for the use of firepower. It is reflected in the control of the fire system, tracking over
100 targets simultaneously, target selection and fire that is pinpoint accurate because IoT
segments are integrated into the ammunition itself, i.e. in the missiles and artillery shells used
today. For this purpose, unmanned aerial vehicles are also widely used, which have become an
indispensable integrated part of the fire control system;

e Logistic IoT — They involve the use of IoT for logistics and transport capacities. They are used to
monitor the status of stored assets, delivery requests and their transport. In addition to the
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above, they can monitor basic logistical parameters of importance on the battlefield. The use
goes so far that it is even possible to monitor the use of fuel in military equipment and its
availability at distribution points;

e The use of IoT for personnel training — A set of sensors implemented on military equipment
enables an exercise in which the participants are fully monitored in real-time. Their activities are
sublimated so that trainers have the opportunity to guide the trainees in their actions in real-
time. An example of the use of IoT can be taken as the use of the MILES (Multiple Integrated
Laser Engagement System). It simulates real infantry combat but uses lasers instead of
ammunition. During the exercise, soldiers run out of ammunition, are hit by “bullet or artillery
fire” and are thrown out of the vehicle (“wounded or eliminated”). In addition, trainers have an
instant overview of the complete situation in an imaginary armed battle. (Zheng & Carter, 2015).
It may be particularly interesting to consider the currently current personal IoT and those that a

soldier will use in armed combat shortly. Modern armed forces currently use personal IoT that is

predominantly related to communication and is reflected in a networked multifunctional horizontal
and vertical connection with other participants in armed combat. Soon, personal IoT is expected to
be used in communication (similar to now); situational awareness (tactical multifunctional mobile
devices with a large number of additional sensors); medical surveillance (a platform that monitors
vital health parameters and diagnoses); electronic warfare (electronic signal jamming devices) and
independent power supply of all devices that are expected to be used by a soldier in the future (Fraga-
Lamas, 2016).

6. Strategic and Normative Framework

For law, cyberspace represents a new, very dynamic and still incompletely regulated place in
which perhaps too rapid changes are taking place, for which the legal order of a society or
international organization does not always have an immediate and adequate response. This arises
because the law itself represents a set of norms according to which an individual or community
should function over a longer period. All norms codified in normative acts shape the legal system
that, through public authorities, regulates all aspects of the functioning of the individual and society
in general. Unlike law, cyberspace has not been limited by physical boundaries since its inception,
and its technological side has enabled rapid changes and evolution of the form and method of
functioning (Putnik, 2022).

This situation has forced societies and organizations to actively create and adapt strategic and
normative frameworks to changes in cyberspace. Due to the complexity and development of
cyberspace, modern societies recognize the need to establish international standards and norms that,
following their specificities, would be transferred to the national level. However, establishing these
standards, as well as applying existing ones at a time when cyberspace has become very topical and
with a large number of states and entities that can exploit it, represents a serious challenge. The
securitization of cyberspace is a current international topic with different views on it. Some countries,
led by the USA, advocate the application of existing international norms, while others, such as the
Russian Federation, emphasize the need to harmonize separate international agreements that would
regulate this area.

The absence of a specific and clear source of international law leaves the possibility for countries
to independently decide whether, for example, some cyber activity in cyberspace is equated with a
kinetic armed attack. In general, taking into account the UN Charter and relevant UN resolutions, it
has become an acceptable opinion that cyber operations whose effects are reflected in the destruction
or incapacitation of human or material factors of the enemy party can be considered the use of force
in international relations, regardless of the weapon used, because they produce the same effects as
classical kinetic weapons. However, the question arises as to what to do with those cyber activities
that do not do the above, but still have serious consequences for the functioning of society. In
addition, it must be further considered that according to UN principles, it is acceptable to use classical
armed self-defence only if there is an armed attack on the country.
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Due to the existence of a legal vacuum, and the impossibility of fully applying the principle of
legal succession, because cyberspace and activities in it differ from the starting principles in
international law, i.e. the postulates of the UN, various initiatives have emerged that have addressed
this issue. One of the most significant is the NATO initiative, which, over a long period, has brought
together interested, prominent experts from several countries who are engaged in studying and
organizing the most important facts when it comes to the use of the principles of international law in
cyber warfare. So far, this initiative has resulted in the publication of manuals known as the first and
second Tallinn Manuals (published in 2013 and 2017 by the University of Cambridge, while the third
is currently under development as of 2021). Although they do not represent a legally binding
interpretation, they reflect the positions of the authorities of the countries that initiated their
publication (primarily NATO countries). Thus, the first manual opens up the possibility of self-
defence with kinetic weapons if a cyber attack causes the destruction or incapacitation of the country's
human and material factors. The second includes even more broadly the areas that may be affected
by cyber activities and establish positions and guidelines for potential action.

At the national level, the success of regulating cyberspace is defined by high-quality inter-
sectoral cooperation and a complementary approach to defining norms related to cyberspace. This is
achieved through documents such as, in the case of the Republic of Serbia, the Strategy for the
Development of the Information Society and Information Security. The general goal of this strategy
is, among other things, a developed information society and information security of citizens, public
administration and the economy (Strategy for the Development of the Information Society and
Information Security in the Republic of Serbia for the Period from 2021 to 2026, 2021). When it comes
to the country's defence, the National Security Strategy and the Defense Strategy of the Republic of
Serbia are of particular importance. of Serbia, which were adopted in 2019 and which only then,
unlike the previous ones from 2009, recognize cyberspace, cyber security and cyber defence as factors
influencing the overall security and defence of the country.

The National Security Strategy, when defining the issues of the strategic environment,
recognizes that cyber threats can endanger the security of cyberspace through cyber espionage,
attacks on critical infrastructure, unauthorized penetration of secret databases, as well as the spread
of fake news and disinformation, while the part related to national security policy states that, when
it comes to cyber security, it is stated that the ability and capacity to process, transfer and protect
information and information and communication systems and defence against hybrid and
information warfare techniques in information and cyberspace should continue to be improved. It is
also stated that significant attention will be paid to the development of a general security culture of
all citizens (National Security Strategy of the Republic of Serbia, 2019).

The Defense Strategy recognizes cyber attacks as part of the factors that negatively affect the
security environment through attacks on critical infrastructure facilities and the spread of fake news
and disinformation within the concept of hybrid and information warfare. When it comes to
challenges, risks and threats, it is stated that cyber attacks on critical infrastructure facilities, high-
tech crime, endangerment of information and communication systems, as well as the spread of fake
news and disinformation within the concept of hybrid and information warfare, can negatively affect
the functioning of elements of the defence system. Therefore, it is necessary to continuously develop
technological and information protection of elements of the defence system at all levels of the
organization. In the part related to defence policy and protection of the security of the state and
citizens, the need to improve cybersecurity is recognized through improving the capabilities and
capacities for coordinating work aimed at achieving cybersecurity and protecting against security
risks in information and communication systems. The need to formulate a clear and coherent policy
to increase the resilience of the aforementioned systems to incidents, to establish a network of
competent entities for the fight against cyber actions and crime, as well as to improve cooperation
between the public and private sectors in the field of cybersecurity is also recognized (Defense
Strategy of the Republic of Serbia, 2019).

When, after the strategic framework, the normative framework is taken into consideration, it is
important to first point out that it must, in addition to monitoring the development of cyberspace,
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also have a guiding role based on the prediction of the further development of that space in a
particular society but also internationally. In the case of the Republic of Serbia, by assuming or
accepting international obligations, the normative framework for cyberspace began to develop
almost two decades ago by adopting laws and enacting individual bylaws that elaborated the laws
in more detail. At the very beginning, the Criminal Code and the Code of Criminal Procedure were
amended, which defined the penalties and criminal procedure by which a criminal offence is
established in cyberspace (Criminal Code, 2019) (Criminal Code, 2021).

Also, back in 2005, among other things, the law regulated the detection, prosecution and trial of
criminal offences against the security of computer data as defined in the Criminal Code (Law on the
Organization and Competence of State Bodies for the Fight against High-Tech Crime, 2023). The
aforementioned law is constantly being adapted so that it experienced its last amendments in early
2023. After the above, when it comes to comprehensive cybersecurity, the Law on the Security and
Information Agency and the Law on the Military Security and Military Intelligence Agency are
characteristic. The former, in certain cases, allows, with the consent of the court, secret surveillance
and recording of communications regardless of the form and technical means used, as well as static
electronic surveillance of communications and information systems (Law on the Security and
Information Agency, 2018). The second one regulates that the Military Security Agency implements
measures to preserve the security of assets, data, industry, information and communication systems
and cryptographic protection, as well as to detect and investigate acts that threaten classified data
and the security of computer data. It also regulates that the Military Intelligence Agency may acquire,
develop and use information systems and data transmission systems, as well as means of protecting
information (Law on the Military Security and Military Intelligence Agency, 2013). Following these
laws, laws dealing with data protection were successively adopted in the Republic of Serbia. These
laws regulated the collection, processing and protection of personal data, information of public
importance, secret data, business and professional secrets (Law on the Protection of Personal Data,
2018) (Law on the Protection of Business Secrets, 2021). In parallel with these laws, due to the
expanding use of ICT, the Law on Electronic Communications was adopted, which comprehensively
regulated electronic communications and electronic communications networks, and in a certain way
regulated their security with the associated characteristics and priorities of the use of information
networks for security and defense purposes (Law on Electronic Communications, 2023).

Following the above regulations, as a result of the further expansion of the use of cyberspace
and the importance of the actions taking place in it, the obligation and need to adopt the Law on
Information Security (first adopted in 2016, with the latest amendments and supplements in 2019)
became mandatory. The above regulation establishes a system for the detection and prevention of
cyber attacks, defines the obligations, powers and coordination of existing and new entities (created
by the adoption of the law) in cyberspace and in the event of cyber attacks. The law establishes the
basic principles of the protection of information and communication systems (risk management,
comprehensiveness, as well as awareness and capability). Systems of particular importance are
defined, which to a certain extent coincide with the factors of armed conflict, primarily when it comes
to human and material resources, but also time, space and information. The National Center for the
Prevention of Security Risks in Information and Communication Systems (better known as the
National CERT) has been established, as well as centers of government bodies and independent
system operators with their respective areas of competence. The system for the functioning of
cryptosecurity and protection against compromising electromagnetic radiation has been completed
(Information Security Act, 2019).

Despite the progress made so far in the aforementioned strategies and laws, this progress is not
sufficient in itself; rather, for the sake of a comprehensive and clear state response to contemporary
challenges, risks and threats, it is necessary to adopt, following the example of most modern societies,
an adequate national cybersecurity strategy and a national cyber defense strategy, which would be
accompanied by additional legal solutions. The adoption of the aforementioned strategies and laws
would be a prerequisite for creating an adequate legal framework for cybersecurity that includes
"regulations regulating the responsibilities of authorities for managing security risks in information
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and communication systems and suppressing actions that threaten or disrupt the functioning of these
systems, as well as norms on protection techniques, methods and procedures, coordination between
protection actors, their responsibility and supervision over the implementation of legal powers and
obligations" (Milosevi¢ & Putnik, 2017, p. 180).

To develop a comprehensive and complete strategic or legal framework for cybersecurity, it is
necessary to understand and understand the principles of cyber warfare. The first eight principles
were defined by Parks and Duggan at the beginning of the 21st century (Parks & Duggan, 2001). They
are: (1) Cyber warfare must have concrete effects in the real world; (2) One party may take active
steps to hide in the cyber world, but everything someone does is visible, the only question is whether
anyone is watching; (3) There is no unchanging behavior in cyberspace, except for that which requires
action in the physical world; (4) Some entities in the cyber world have authorization to enter or
perform any action that the attacker wants to be performed. The attacker's goal is to take the identity
of these entities; (5) Cyber warfare tools have a dual role; (6) Attackers and defenders control a very
small portion of the cyberspace they use. Whoever controls the portion of cyberspace used by an
adversary can control the adversary; (7) Cyberspace is inconsistent and unreliable; (8) Physical
constraints such as distance and space are not applicable in cyberspace.

Finally, the ninth principle, which emerged in the past decade, is defined by Putnik and
Milosevi¢ as follows: “The assessment of security risks and threats in cyberspace is based primarily
on the exponential law, while in the physical world it is based on the law of normal distribution”
(Putnik, Milosevi¢, & Boskovi¢, 2017, p. 181).

One’s own military power, as well as that of the opponent, is traditionally viewed through the
factors of armed combat. Often, these factors are easily measurable and comparable in armed conflict
(number and training of personnel, types and number of military equipment, “depth of territory”,
infrastructure, etc.). However, with the emergence of cyberspace and the shaping of the principles of
cyber warfare, the initial assumptions about one’s own and the enemy’s capacities are being
questioned. The aforementioned principles of cyber warfare today change the perspective of armed
combat factors in such a way that their importance is quite easily changed, or reduced.

Adopting appropriate strategies and further regulating the normative framework of cyberspace
requires a different methodology than that applicable in the physical world. “Cyberspace is a realm
of extreme events. Strategies that are considered good in physical warfare may be ineffective, even
dangerous, in cyberspace. Entities in cyberspace behave significantly differently from what military
experts are used to. It is almost certain that most entities within cyberspace, such as the physical and
organizational topology of the network, undergo changes, most often in accordance with the
exponential law. All activities that are carried out with the aim of carrying out attacks in cyberspace
and causing damage to the adversary are also subject to this law. An adequate cyberspace defence
policy should properly anticipate the challenges of exponential distribution, but also fully respect
other principles of cyber warfare, which undoubtedly question traditional principles of defence
planning, both from an organizational and economic perspective.” (Putnik, MiloSevi¢, & BoSkovi,
2017, p. 183).

The normative framework, developed on the above-mentioned principles, will enable the
development of comprehensive resilience and protection of the factors of the armed struggle of a
society in cyberspace. It will also have elements of prediction and successful guidance for the further
development of cyberspace. In addition, it will contribute to raising awareness, knowledge and
security culture in the broadest sense of the word, regardless of whether it is an ordinary citizen, a
public institution, a private company or a scientific institute.

7. Conclusion

The general acceleration of processes in modern societies enabled by cyberspace and the
development of ICT has brought a still unimaginable leap forward in overall progress. With it, the
processes that bring about conflicts have also accelerated. Modern conflicts have changed their
physiognomy compared to the conflicts that marked the 20th century, however, the goals for which
they are fought have remained the same. Modern conflicts, although shorter, have become more
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comprehensive because they include all aspects of a society participating in an armed conflict. The
factors of armed conflict represent everything decisive that a society can include in an armed conflict.
Modern conflicts are also characterized by greater interconnectedness and mutual influence of the
factors of armed conflict. Cyberspace, as a new circumstance, in the context of the history of armed
conflicts, has brought about major changes, that is, its influence on the factors of armed conflict.

Each of the factors of armed conflict in the last few decades, due to the emergence of cyberspace,
has begun to change almost completely, and the mutual influence has become such that the factors
have become intertwined and dependent on each other. Cyberspace is still something new for some
armed forces, for some, it is largely a part of space as a factor of armed conflict, while for a certain
number of armed forces cyberspace has taken shape and can be considered a separate factor of armed
conflict. It is unnecessary to talk about the connection and dependence of the human factor on
cyberspace when every person is “online”. The same can also be said for information. Material
resources are currently characterized by the greatest changes, because in addition to technological
progress, ICT with all its features are being implemented in. For modern armed forces, material
resources represent a connection between cyberspace and the physical world. Artificial intelligence
capabilities, interconnected resources and the development of IoT have completely changed the
capabilities of the armed forces. Cyberspace for the armed forces represents the potential for victory
but also the danger of losing in an armed conflict. The legal framework and normative order in a
society must keep pace with the development, opportunities and dangers of cyberspace. The above
can be considered preventive action and a prerequisite for building resilience to the factors of armed
conflict.

The coming decades will be challenging for modern armed forces because cyberspace will
require a change in the factors of armed combat compared to today's. Completely different capacities
and abilities will be required from people. Completely new means of warfare will be used, which will
be almost entirely IoT. Material resources and the optimization of their use through new scientific
achievements will have much greater importance for armed conflict. The availability and flow of
information will take on a completely different dimension. Time and space will lose the importance
they had and still have, except for time as a determinant of the duration of activities because many
processes will take place almost instantly, unlike today.

Due to its connection and influence on other factors of armed combat, cyberspace will take on
the characteristics of a separate factor, which, according to its characteristics, will be the most
important and decisive factor of armed combat shortly.
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